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NHOOPMAILIMOHHAS [TAMATKA
JUIA OBYUAIOIINXCA 1JIA PASMEILEHUA
HA O®OUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJBHUKM OJIHM W3 CaMbIX AaKTHMBHBIX Nosb3oBarened Pynera. Mexny Ttewm,
IOMUMO OTPOMHOIO KOJHMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U IPOOJIEMBI.
OTa mamsTKa J0JDKHA TTOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

KommbrorepHsie BUPYCBI

KoMIbroTepHsIli BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IIPOrpamw,
OTJIMYUTEIBHON 0COOEHHOCTBIO KOTOPOU SIBJSIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nmonosiHeHHE K 3TOMyY, BUPYCHl MOTYT IOBPEIUTh WIH IOJHOCTBEO YHHUUYTOXXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXHUTH
ONEpPallMOHHYIO CHCTEMY CO BCceMHU (paiiiamu B LEeIOM. B OOJIBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOrPAMM:

1. Hcnonws3yldi COBpEMEHHBIE OIEPALMOHHBIE CUCTEMbI, HMEIOIINE
CEpbE3HBII YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IPOIPAMM;

2. IloctostHHO ycTaHaBnuBail mauTd (UM(POBBIE 3aljaTKH, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHUS CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnu cymectByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PaboTait Ha cBoeM KOMIBIOTEpE TIOJl MpaBaMHU IOJb30BaTENs, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. cionp3yil  aHTUBUPYCHbIE NPOrPAMMHBIE  MPOIYKTHI  M3BECTHBIX
MPOU3BOIMTENIEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMITBIOTEPY AJIS IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEIIHWE HOCUTEIN MH(MOpMAINK, Takue Kak (Quielika, JUCK
WM (pailn U3 UTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

/. He oTkpbIBali KOMIBIOTEpHBIE (aiiibl, MOJTYYEHHbIE M3 HEHaJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpBIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony Humepianiackas KOMIAHUS 3apervCcTpUpoBaia OpeHIT
«WECA», uto o0o3Hauasno crnoBocoueranue «Wireless Fidelity», koTopsbrit
NEPEBOUTCS KaK «O0eCIPOBOIHAS TOUHOCTDY.



Jlo Hailero BpeMeHH JIoluia apyras abdpeBuarypa, Kotopas sBJIsS€TCS TaKOU
xe TexHosorued. Jto abbpeBuarypa «Wi-Fi». Takoe Ha3Banue ObLIO JTaHO C
HAMEKOM Ha CTaHIAapT BbICIIEH 3BykoBou TexHuku Hi-Fi, yto B mepeBoze
03HaYaeT «BBICOKASI TOUHOCTH.

Jla, OecrmaTHBIM MHTEPHET-A0CTYN B Kade, OTeIsIX U adporopTax sSBISCTCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOruMe sKkcnepThl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCS 0€301aCHBIMHU.

CoBeThl 110 0€3011aCHOCTH pabOTHI B 00IIEI0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JIMUHYIO HHpOPMAIIHIO Yepe3 olmienoctynabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeIbHO HE BBOJAMUTH MAPOJU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Vcnonb3yit 1 OOHOBJISIE aHTUBUPYCHBIE TTpOorpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0sl OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3zoBanun Wi-Fi oTtkmoun ¢yHkuuio «OOmuid J0CTynm K
daiiniam u npuHTepam». [laHHas (QyHKIUS 3aKphITa MO YMOJYAHUIO, OJHAKO
HEKOTOPBIE MOJIb30BATEIM aKTUBUPYIOT €€ JIJIs1 yI00CTBa HCIOJIb30BaHUS B paboTe
uim yueoe;

4. He wucnonws3yii nyOmuuneiidi WI-FI nns nepegaum JUYHBIX JaHHBIX,
HarpuMep, JUIs BBIXOJIa B COLMAIIBHBIE CETH WM B DJICKTPOHHYIO TTOUTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coeaunenue uepe3s HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (ynkiuio "Tloakmouenue k Wi-Fi
apToMarnuecku'. He momyckail aBTOMAaTHMYECKOTO IMOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounaibHbie CETH

CornmanbHbie CETH aKTUBHO BXOST B HAIIly )KU3Hb, MHOTHE JIIOJU PaboTatoT
U JKUBYT TaM IMOCTOSIHHO, a B Facebook yike 3apeructpupoBan Musiinapa 4ejioBek,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HalJileHA W HCIMOJb30BaHA KEM YTOJHO, B TOM 4YHUCJE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETX:

1. Orpanuyb cnucok npy3ei. Y TeOs B JApPY3bsiX HE JOIKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuinai CBOIO YacTHYI >ku3Hb. He ykaspiBail maponu, TenedOHbI,
aiapeca, JaTy TBOErO0 POXICHUS H  JIPYryl0 JHUYHYIO  HHGOPMAIIHIO.
3110yMBIIICHHUKHA MOTYT UCITOJIB30BaTh JakKe MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amumiail CBOIO pemyTaluio - JEpKH €€ B YUCTOTE W 3ajaBaii cebde
BOIIPOC: XOTeJN ObI ThI, YTOOBI JPYTHe MOJb30BATEIN BUACIH, UTO ThI 3arpyKaemib?
[Togymaii, mpesxie 4eM 4To-TO OMyOJIMKOBAaTh, HAITUCATh U 3aTPy3UTh;

4. Ecia ThI TOBOPHULIB C JIFOABMH, KOTOPBIX HE 3HAEUIb, HE UCIOJIb3YH CBOE
pealibHOe UMS U APYTYIO JUYHYI0 UH(OPMALUK: UM, MECTO JKUTEIhCTBA, MECTO
y4eObl U poUee;



5. N36erait pasmemienus: Gororpaduii B MaTepHere, rjae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEAEIUTH TBOE MECTOIIOIOKEHUE;

6. Ilpu peructpanmu B COIMAIBHON CETH HEOOXOAMMO HCIIOIb30BATh
CJIO’KHBIE TIAPOJIH, COCTOALINE U3 OYKB U IU(P U C KOJIUIECTBOM 3HAKOB HE MEHEE
8,

/.l coUMaJbHOM CETH, TMOYThl M JAPYIMX CalTOB HEO0OXOIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIITICHHUKA
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI N

DNEeKTpOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CcmOco0 miiaTexei, OJHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T ICHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HETABHO M UMEHHO HM3-3a 3TOTO BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TIe
WX Pa3JeisioT Ha HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTE Onepauu 6e3
UJEHTU(UKALIMK TTOJIb30BATENS], @ B HEAHOHUMHBIX UIACHTU(UKALMS MOJIb30BATEIs
ABIIAETCS 0053aTEILHOM.

Takxxe cruenyer pas3nuyaTh SJEKTPOHHbIE (UATHBIE JEHBIU (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJICKTPOHHBbIE He(dUATHBIC ACHLIM (HE PaBHBI
rOCy/1IapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PadOTe C ANECKTPOHHBIMU JIEHBAMU:

1. IlpuBsku K cueTy MOOWIBHBIA TeneoH. DTO camblii yIOOHBIM U
OBICTPBII crmoco0 BOCCTAHOBUTH JOCTyn K cueTy. I[lpuBsizanHblii TenedoH
NOMOXET, €ClAM 3a0yAelllb CBOM IUIATEeXKHBIM Mapojib WM 3aiJellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucrionp3yit omHOpa3oBbie mapoiu. llocme mepexoga Ha YCHIECHHYIO
aBTOpHU3aLMI0 TeOe yke He OylneT yrpoKaTh OMACHOCTh KpakKH WM IepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. Beibepu cnoxsbiii maponb. [IpecTynmuukam OyneT HE MPOCTO yrajaaTh
CJIOKHBIM MapoJib. HagexHple mapoyim - 3T0 Mapoiu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB M BKJIOYAIOT B Ce€0S CTPOYHBIE M MPONUCHBIE OYKBBI, LHUPPHI U
HECKOJIbKO CMBOJIOB, TAKME KaK 3HAK J10J1apa, (pyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Harmpumep, $tROng!;

4. He BBOIM CBOM JIMYHBIE JAaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEILIb.

DJIEKTpOHHAs oYTa

DNEeKTpOHHAs IMOYTa - 3TO TEXHOJIOTHS W MPEAOCTaBIIEMbIE €0 YCIYTH IO
NEPECHUIKE U MOIYYECHHIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE paCIpeIesoTCs B
KOMIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM IMOYTOBBIA SITUK  BBITJISIUAT
CIeIyIoIUM 00pa3oM: UMsI_TOdb30BaTensi(@umMs_omeHa. Takxke Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCSI BO3MOXKHOCTh Mepe1aBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30MaCHOM pabOTe C JICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBWIIBHBIM MOYTOBBIM cepBHC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlI€ IOBEPSAThH TEM,
KOTI'0 3HaCIlb U KTO NEPBBIN B PEUTUHTE;



2. He yka3pIBail B IMUHON MouTe JIMUHYIO WHPopmaruto. Hanpumep, nydiie
BbIOpaTh «My3bIKaNbHbIN _(paHat@» mm «pok2013» BmecTo «reMal 3y,

3. Ucnonp3yil NBYX3TallHyI0 aBTOPHU3ALMIO. JTO KOIJAa MOMHMO MapoJIs
HY’KHO BBOJUTH KOJ, PUChUIaeMbIid 10 SMS;

4. Be10epu CII0XKHBIN NapoJib. [[J1s1 KaXa0ro MOYTOBOIO SIIIMKA JOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1ApOJIb;

5. Ecain ecTtp BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yi HECKOJIBKO IMOYTOBBIX SIIMKOB. IlepBBIi I YacTHOM
MEPEINCKU C apecaTamMu, KOTOPBIM Thl JOBEPSCHIb. JTO AJIEKTPOHHBIN ajgpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha OopyMax U calTax;

/. He oTkpsiBail ¢aiiibl U Ipyrue BIOXKEHHS B MUCHbMAaxX, JaXKe €ClId OHU
IOPUIILTA OT TBOUX Apy3el. Jlydille yTOUHHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(aiinbl;

8. [locme oxoHuaHWs pabOTHI Ha TMOYTOBOM CEPBHCE MEPEN 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BBIATIY.

KubepOymuHT 1iin BUPTYalIbHOE U3/€BATEIIbCTBO

KubepOymmuar -  mpecienoBaHuE  COOOIICHUSIMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTUHTOM:

1. He Gpocaticsa B 60ii. JIyummii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOUTHCS. Eciu Thl
HAYHEIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOpOJIEHUS, TO TOJBKO elle Ooblie
Pa3oXKeIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTh B ceTr MHHMas. CyIecTBYIOT CIOCOOBI BBISCHHTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouUT BECTHM XYJIMTAaHCKUU 00pa3 BUPTYyaJbHOM *XW3HHU. WHTEpHET
(GuKcUpyeT Bce TBOM JEUCTBHS M COXpaHSET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPyAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. Urnopupyii eauHuuHblii  HeraTuB. (OIHOpPA30BBIE  OCKOPOUTEIBbHBIC
COOOMICHHsT JIydlie WrHopupoBatb. OOBIMHO arpeccws MpeKpamaercs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOILIEHUH C
OINPEJEIIEHHBIX a/IPECOB;

8. Ecnu Th1 cBUneTens knbepOyummHra. TBOU NEUCTBUS: BHICTYITUThH MMPOTHB
npeciieloBaTeNsl, MoKa3aTb €My, YTO €ro JACHCTBUS OLICHUBAIOTCS HETAaTHUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

Moo6unbHbIN TenehoH

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbII
GyHKIIMOHAT, W TEemepb OHUM MOTYT KOHKYPHUPOBAaTh CO CTAaIllMOHAPHBIMHU



KoMIibtoTepamMu. OHAKO, CPEACTB 3aLIUTHI 1JIs1 MOJOOHBIX YCTPONUCTB MOKA OYEHB
Mano. TecrupoBaHMe M TIOMCK YSA3BUMOCTEHl B HHMX IHPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTcst 1 MOOMITBHBIX TIPHIIOKCHUH.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl yK€ MPaKTHYEeCKH JIOTHAJH
HACTOJIbHBIE aHAJOTH, OJHAKO pacHMpeHue (yHKIMOHAma BIeYeT 3a CcoOoM
OOJIBIIYIO CJI0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlameko He BCe MPOM3BOAMTENHN BBIMYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH IS CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJI 0€30MIaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HacrosiniemMy OecriiaTHbIM. Bylib ocTOpoXkeH, Be/b
Korjia Tebe mpeayiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI Kakue-
TO IUJIATHBIE YCIIYTH;

Hymaii, mpexe uem otnpaBuTbh SMS, ¢poto mimu Buaeo. Thl TOUHO 3HACHID,
r7ie OHU OyJIyT B KOHEUHOM UTOTE?

Heo6xo1umo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TENE(POHOB;

He 3arpyxaii mpuiioXeHus: OT HEU3BECTHOIO MCTOYHUKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUECHHE;

[locne Toro Kak Thl BBIMJEIIb C CaliTa, I/I€ BBOAWJ JIMYHYIO UH()OpPMALHUIO,
3aiiin B HACTPOIKkK Opay3epa u yaaiu cookies;

[Tepuoauuecku npoBepsii, KAKUE IMIIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEpP MOOWJIBHOTO TeseOHA TOJIBKO JIOJSM, KOTOPBIX ThI
3HAElIb U KOMY JOBEPSEIIb;

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTZIa Thl UM HE ToJib3yemibes. He
3a0bIBail MHOTIa TIPOBEPSTH ITO.

Online urpst

CoBpeMEHHbIE  OHJIAMH-UTPBI - O3TO KpPACOYHbIE, 3aXBaTbIBAIOIIUE
pa3BiieyeHus, OOBEAUHSIONIME COTHU THICSIY YEJNOBEK MO Bcemy mupy. Mrpoku
UCCJENYIOT JTaHHBIA UM MHp, OOIIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3aJaHus,
CPaKaIOTCS C MOHCTPAMHM W TIOJY4YalOT OMNBIT. 3a YAOBOJBCTBUE OHM IUJIATST:
MOKYMNAaloT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa uayT Ha MOIJEPKAHUE U PA3BUTHE UTPBI, a TAKXKE HA caMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTyu (nu@poBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mnomoOHBIX urpax CTOUT omacarbCsi HE CTOJBKO CBOUX COIEPHUKOB,
CKOJIbKO Kpa)XM TBOErO MapoJisi, HA KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3ALMU
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecniu npyroif Urpok BeieT ceds MI0X0 WM CO3JaeT TeOe HEMPUSATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiics agMUHUCTpATOpaM UIPbl Ha IUIOXO€ TMOBEIECHUE ITOTO
UTPOKA, KENATeIbHO MPUIIOKUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3bIBaii TuuHy0 HH(POpMaLIKIO B Ipodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;



5. He ycranapnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxe BO Bpemsl WUrpbl HE CTOMT OTKIIOYAaTh aHTUBHUpYC. lloka TbI
UIpaellb, TBOM KOMIBIOTEP MOTYT 3apPa3UTh.

OUIIMHT WM KpaXka TUYHBIX JaHHBIX

OObIYHOM Kpaskel JEeHEr W JOKYMEHTOB CETOJIHS YK€ HHUKOTO HE YJIUBUIIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IEPEMECTUIINCH B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «ITHOOUMBIMY JIETIOM.

Tak mosiBuiach HOBas yrposa: MHTEPHET-MOIICHHUYECTBA WM (DUILIUHT,
rJIaBHas 1€Jdb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PUACHIMAIBHBIX JaHHBIX
MoJIb30BaTENIeH - JOruHOB U maposie. Ha anrnuiickom s3eike phishing unrtaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenn 3a cBouM akkayHTOM. Eciy TeI momo3peBaenip, 4TO TBOSI aHKETA
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie B€O-CaliThl, B TOM YKCJI€, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonp3yil cloxHBIE W pa3Hble Mapoiu. Takum oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4aT IOCTYI TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4.Ecnu TeOst B3IOMaNIM, TO HEOOXOAMMO MpPEAYNpPENUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE JOOABJIEHbI y T€OsI B APY3bsX, O TOM, YTO T€Os B3JIIOMAJH H,
BO3MO>KHO, OT TBOETO UMEHH Oy/IET pacchliaThCsl ClaM M CChUIKM Ha (PUIIMHIOBbIE
CalThI;

5. YcranoBu HagexHbid napoib (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

/. He oTkpsiBail ¢ailiibl U Ipyrue BIOXKEHHS B MUCHbMAaX, JaXXe €CIId OHU
NPUILIM OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOE ATH
(baibl.

[udporas penyrarus

[udposas pemnyTtaius - 3TO HEraTUBHAsI WJIM MO3UTHBHAsA HMH(OpMalus B
cetu o Tebe. Kommpomerupyromas uHbopmanus, pa3MelleHHas B HWHTEpHETE,
MOET CEPBhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOM >ku3Hu. «[{udposas
penyTanus» - 3T0 TBOH UMHIIK, KOTOPBIA opMuUpyeTcs U3 nHpopManuu o Tede B
WUHTEPHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOXKEHHUE,
O0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue mnoApOCTKH JETKOMBICICHHO OTHOCATCA K MyONMKAaIlMHM JMYHOM
uH(popmanuu B MHTEepHeTE, HE MOHKUMAsT BO3MOXKHBIX MociaeAcTBUU. Thl naxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pazmenienue TBoux ¢otorpaguii U Ipyrue IelCTBUS MOTYT
HE MCYE3HYTh Ja)Xe IOCJEe TOro, Kak Thl MX yJajdullb. bl HE 3HACIIb, KTO
cCOXpaHWwi 3Ty HWHPOpPMALMIO, TMonajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H



COXpaHWJIach JU OHA, a TJABHOE: YTO MOAYMAlOT O TeOe OKpY’KaIoLUe JIIOMIH,
KOTOpbI€ HAaWAYT W yBUAAT 3T0. Haiitu nHopmannio MHOTO JIET CILyCTS CMOKET
JTr000H - Kak U3 T0OpBIX MOOYKIECHUH, TaK U C HAMEPEHHUEM MIPUYUHUTE Bpea. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBOI peryTaLUU:

1. ITogymaii, mpexzae yeM 4yTo-TO MyOJMKOBATh U MEpeNaBaTh y ceds B Osiore
WJIM B COLIMAJILHOM CETH;

2. B nHactpoiikax mpouis yCTaHOBH OTpaHUYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEepP>KUMOr0, CIETIail €ro TOJIbKO «JUIs IpYy3€eiD»;

3. He pasmemaii u He ykas3plBail MHpOpMAIHIO, KOTOPas MOXKET KOro-Iudo
OCKOPOJIATH UJIH OOMXKATh.

ABTOpCKOE IpaBo

CoBpeMEHHbBIE UIKOJBHUKM - aKTUBHBIE IIOJIb30BaTeId  LU(PPOBOTO
npoctpaHcTBa. OQHAKO JajleKko HE BCE 3HAIOT, 4YTO I0Jb30BAHWE MHOTUMHU
BO3MOXHOCTSIMM  LM(ppoBOoro  Mupa TpeOyeT coONOJEeHHs  NpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEINIEKTyalnbHasi COOCTBEHHOCTH» OTHOCHUTCS K Pa3IU4YHbIM
TBOPEHUSIM YEJIOBEYECKOIO YMa, HAuyMHAasi C HOBBIX HM300pETEHHA U 3HAKOB,
0003HavyaIKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYT'H, U 3aKaHYMBas KHUTaMH,
doTorpapusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysibTaTax CBOEr0o TpyAd, MOJYyYUTh W3BECTHOCTh U mpu3HaHue. Hukrto 0Oe3
paspelieHuss aBTOpa HE  MOXET  BOCIHPOM3BOJIWUTH €r0  NPOMU3BENIECHHUE,
pacnpocTpaHsiTh, NYOJIMYHO JEMOHCTPUPOBATH, NPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCHOJIHATDH, MOKA3bIBATH/UCIIONHATh B 3QUpe WU
pasmemats B MHTEpHETE.

Hcnonb3oBaHne «IMHPATCKOr0» MPOrPAMMHOTO  OOECHEUYEHHS] MOXKET
NPUBECTH K MHOTMM pHUCKaM: OT NOTepU JaHHBIX K TBOUMM AaKKayHTaMm [0
OJIOKMPOBKU TBOETO YCTPOMCTBA, IJie YCTAHOBJICHA HeJllerajbHas nporpamma. He
CTOMUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIETalbHbIE W O€CIIaTHBIE MPOrPAMMBI,
KOTOpBIE MOKHO HAUTHU B CETH.

O nopraine

CereBru4OK.p( - TBOM IJIaBHBIA COBETYMK B CETH. 3[1€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETU MOHSATHBIM U JOCTYIIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TakXe MPHUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



